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The Financial Integrity and State Manager’s Accountability Act of 1983
(As used in this document, “department” means agency, department, commission, or other state government organization the Director of the Department of Finance has determined is covered by the Financial Integrity and State Manager’s Accountability Act of 1983;  also, “management” as described herein includes agency secretaries, department directors, deputy directors, division heads, etc.) 
Introduction
The Legislature enacted the Financial Integrity and State Manager’s Accountability Act of 1983 (FISMA), recognizing the significance and importance of effective systems of internal control.  These systems provide the foundation upon which a structure of public accountability is built, ensuring the effectiveness and efficiency of a department’s operations, the safeguarding of assets and funds, and the reliability of financial information.

The Legislature charged management of each state department with the responsibility of establishing and maintaining effective systems of internal control as an integral part of its management practices.  All levels of management at every state department must be involved in assessing and strengthening these systems.  The Legislature also mandated that the systems of internal control be evaluated on an ongoing basis.
FISMA Internal Control Elements

FISMA provides a broad view of internal control, recognizing that controls must safeguard assets, provide accurate and reliable financial information, promote operational efficiency, and encourage compliance with applicable laws, regulations, and office policies and procedures.
Roles and Responsibilities
When enacted, FISMA established new roles and responsibilities for state managers.  Specifically, heads of state departments are responsible for establishing and maintaining a system(s) of internal control within their departments.
This responsibility includes documentation of the system(s), communication of system(s) requirements to employees, assurance that the system(s) is functioning as designed, and periodic evaluation of and modification of the system(s) as changes in conditions warrant.

Chapter 69, Statutes 2006 (effective July 12, 2006) amended FISMA and now requires that heads of state departments conduct an internal review and prepare a report on the adequacy of their system(s) of internal control on a biennial basis.  A certification letter is no longer sufficient to meet this statutory requirement. 
Chapter 496, Statutes of 2011 (effective October 5, 2011), further amended FISMA to emphasize management’s active oversight of their department’s systems of internal control, including regular and ongoing monitoring processes for the prevention and early detection of fraud and errors in program administration, as well as specifying additional report distribution requirements. 
The internal review must be done in accordance with the guidance prepared by the Department of Finance (Finance), Office of State Audits and Evaluations (OSAE).   Both the guidance and the “Required FISMA Report Components” template are located at http://www.dof.ca.gov/osae/fisma/.  Departments are required to use this template to complete their biennial report. 
OSAE is responsible for establishing a system of reporting and a general framework to guide state agencies in conducting the internal review of their system(s) of controls.  OSAE may modify the guidance from time to time.
FISMA Internal Control Review and Reporting Requirements
Anytime within a biennial period ending on December 31 of each odd-numbered year, the head of each state department shall conduct an internal review in accordance with the guidance provided by Finance.  The review will evaluate compliance with the requirements of the system(s) of internal control in place at the time of the review.

After the review is completed, each department head should prepare a report on the adequacy of their department’s system(s) of internal control.  The report shall identify material inadequacies or material weaknesses in the system(s) that prevents the department head from stating that the department’s system(s) comply with FISMA.  This report must be completed and sent as follows:
· For departments with an Agency Secretary, the report should be addressed and sent to the Agency Secretary.

· For departments that do not report to an Agency Secretary, the report should be addressed and sent to the Director of Finance.
· Departments are also required to forward copies of the report to the Legislature, Governor, State Auditor, State Controller, Treasurer, Attorney General, Director of Finance, and State Library.

· Copies of reports should be sent via e-mail pursuant to instructions in Audit Memo 11-02. 

If you chose to submit a transmittal letter with the report, a sample transmittal letter can be obtained from OSAE’s website at http://www.dof.ca.gov/osae/fisma/.  

Each department is also required to provide to the Director of Finance a plan and schedule for correcting the identified inadequacies and weaknesses contained in the report.  This plan must be submitted to the Director within 30 days of the report’s submission.  The plan must also be updated and submitted every six months until all reported weaknesses are corrected.
False or Misleading Information
A state department head must investigate any allegation that an employee provided false or misleading information in connection with the review and evaluation of a department's system(s) of internal control or in connection with the preparation of the report.  The state department head must submit a report on all the allegations made and the actions taken to resolve them to the Director of Finance within 90 days from receiving the allegation.
GUIDANCE FOR THE PERFORMANCE OF AN EVALUATION OF INTERNAL CONTROL
Background
Internal control, or a system of internal control, is simply a process of ensuring the right things are done, at the right time, and in the right way so that a department accomplishes its mission and goals.  FISMA describes some of the elements of a satisfactory system of internal control.  These elements include, but are not limited to:
1. An established system of practices to be followed in performing the duties and functions of each department
2. Personnel who are trained and knowledgeable to fulfill their responsibilities
3. A system of authorization and recordkeeping procedures adequate to provide effective accounting control over assets, liabilities, revenues, and expenditures
4. A plan of organization that provides segregation of duties so that department assets are safeguarded
5. A plan that limits access to department assets to those personnel who need them to fulfill their responsibilities
6. An effective system of internal review
The State of California provides department management with many of these elements already designed, with policies and procedures described in detail.  These elements are communicated through various documents:  the State Administrative Manual (SAM), the State Contracting Manual, Personnel Policy Memos, Budget Letters, etc.

Guidance

Requirements
Government Code (GC) section 12439 requires the State Controller to eliminate positions that have been continuously vacant for six monthly pay periods.  The section also provides for the re-establishment of certain positions and describes document retention requirements for departments.  GC section 12439(h) states that departments shall not execute any personnel transactions for the purpose of circumventing the provisions of this section.  GC section 12439(i) requires that management include a section discussing its compliance with section 12439 when it prepares its report pursuant to FISMA.
When performing the internal review, management must evaluate the functioning of each of the first five elements described in FISMA above.

Management must use a risk-based approach, including a risk assessment.

Management should document how it performed its internal review:

· who was involved
· what risk assessment methodology was used
· what were the results of the risk assessment
· what were the results of the tests of controls
· what new controls were identified as needed and who is responsible
· what was identified as a material inadequacy or weakness
Management should keep this documentation for at least two internal review periods (four years) or in accordance with its department’s document retention policy, if longer.
Recommended
Management should consider its information systems and the controls ensuring the department’s data integrity and confidentiality, if appropriate.

Management should also consider its response to address any findings reported in the California Single Audit during the review period.

Methodology
1. Review your department’s current operations, your successes and failures in the last two years, and likely challenges in the next two years.
A system of internal control is effective only if helps management ensure the right things are done at the right time and in the right way.  Those things are the department’s operations, and the network of various functions that must happen for it to successfully meet its mission and goals.

While missions tend to be fairly static, a department’s goals change.  New programs are added, existing programs are modified, requirements are added or modified, and programmatic focus and emphasis may shift.

At the outset, department management should take some time to step back from the day-to-day operations and look at the big picture for the organization.  Some departments find it more productive to have periodic offsite meetings to brainstorm larger ideas, vision, and strategic direction.
2. Determine the risks to your department’s operations.
With the broad view of the department’s operations developed in the first step, management should identify specific risks (something that could happen/or not happen that would result in failure) currently facing the department and risks you are likely to face in the future.  How far out you look will be based on your department’s unique situation and set of circumstances.

Brainstorming sessions are effective in identifying risks.  For large departments, separate sessions could be held for each significant function/program and then all risks merged together at a joint meeting.  Some departments use surveys.  There is no single preferred way to approach this.  The goal is to get a good handle on where your department is vulnerable.
3. Evaluate the identified risks and rank in order of likelihood of occurrence and impact to the department if each risk (failure) did occur.
It’s likely you have a lot of identified risks at this point and need to figure out where to focus your resources.  To rank the risks, determine how likely it is each risk will occur and how severe the impact could be.
There are various ways to sort out the risks you have.  One measurement method is to use very likely, likely, unlikely and very unlikely for assessing likelihood of occurrence.  Then high, medium, and low for assessing impact.  Some measurement methods use a scale of 1-10 for a finer assessment.  Others identify various factors, assign numbers, and weight the factors.  You should select the methodology that works best and produces a useful assessment.
Some departments use a simple numbering system and plot the assessment for each risk into one of four quadrants:  high occurrence and impact, high occurrence but low impact, low occurrence but high impact, and low occurrence and impact.
4. Select the risks most important to the department’s operations and determine what controls are in place or need to be in place to address each risk.
Because no department has unlimited time and resources, management must prioritize which risks to address.  To supplement the department’s identification and prioritization of risks, the internet and newspapers are also a good source for information about how other organizations were vulnerable and failed.  Biannually, the California State Auditor reports on improper/illegal activities of state employees.  Your critical business functions and planned responses are documented in your operational recovery or business continuity plan.  All this information can help determine which risks are the greatest to your department.

Some departments choose to address all identified risks, except those in the low occurrence and impact quadrant.
For each risk the department decides to address, management must determine what controls are in place or should be in place.  The State of California has already developed and management should have in place many of these controls.  SAM covers a number of areas including budgeting, accounting, cash management, and procurement.  State control agencies, such as the Department of Finance, Department of General Services, State Controller, Department of Human Resources, etc., have many online resources and criteria available for management’s use in identifying appropriate controls to address the identified risks.

It should be emphasized Steps 1 through 4 should be performed by management, not the department’s audit staff or a contracted auditor.  These are management responsibilities.

5. For the controls in place over the identified risks, verify they are working as intended.  For those controls that need to be added, determine what is needed, how it will be put into place, and who will be responsible.  Determine if any material control weaknesses exist.
If the department has its own auditors, they can perform tests to ensure existing controls are working as intended.  If there are no auditors, another qualified departmental person (i.e. with sufficient knowledge of departmental procedures and operations) can perform tests.  This person doesn’t need to be an auditor.  To test a control’s effectiveness, the tester should:
· Understand what is being tested, e.g., a requirement for all checks over a certain dollar amount to be counter-signed, etc.
· Select a reasonable period of time during which the control was in effect, e.g., review activities and transactions processed during a specific three to six month time period.
· Pick a reasonable number of transactions, activities, or items to test, e.g., a percentage of the total, or every 10th contract processed or every 100th vendor invoice paid, depending on the applicable control and how many items exist.
· Tally the results and determine if the control is operating as intended.  Management can quantify a control’s effectiveness (80%, 90%, etc.) based on the sample tested.
If a new control is needed, management should determine what the control should be, how and where it will be applied, who will perform the control, and who will monitor it is being performed as required.  The cost-benefit and risk-impact of any proposed control should be considered before implementation.
Throughout the process, management must measure significance and materiality so it can determine if an identified control risk or weakness must be reported in the biennial FISMA report; and moreover, whether such weakness is so significant that management cannot state in its report that it’s in compliance with FISMA.  Generally, a control must function so that errors do not occur, or are identified timely and corrected, so as to be in compliance with appropriate laws, regulations, rules, and department policies and procedures,
6. Summarize the department’s risk assessment process, the result of the assessment, and any significant issues or findings in management’s report of its internal review.

The required FISMA report components can be obtained on the website at http://www.dof.ca.gov/osae/fisma/.
ATTACHMENT A—UNDERSTANDING AN ENTITY’S ENVIRONMENT AND SYSTEM(S) OF CONTROL
(Developed by OSAE, based on COSO’s* Integrated Framework)
*Committee of Sponsoring Organizations of the Treadway Commission, an authoritative internal control-setting organization.
These sections are broad in scope, and will provide an overall understanding of a department’s control environment.  The information gained from completing all sections can be used as a basis when developing the risk assessment and overall review strategy.

Control Environment

The control environment sets the tone of a department, influencing the control consciousness of its staff.  It is the foundation for all other components of internal control, providing discipline and structure.  Control environment factors include the integrity, ethical values, and competence of the department’s staff; management’s philosophy and operating style; the way management assigns authority and responsibility, and organizes and develops its staff; and the attention and direction provided.

1. Integrity and Ethical Values

a.
Codes of conduct, core values, and other policies regarding acceptable business practice, conflicts of interest, or expected standards of ethical and moral behavior exist and are communicated to employees.

b.
An appropriate “tone at the top” is established by management and communicated effectively throughout the department.

c.
Everyday dealings with employees, vendors, clients, auditors, and other parties are based on honesty and fairness.

d.
Appropriate remedial action is taken in response to departures from approved policies and procedures or violations of the code of conduct, and such remedial action is communicated throughout the department.

e.
Management intervention in overriding established controls is documented and explained appropriately, or explicitly prohibited.

2. Commitment to Competence

a.
Management has analyzed, on a formal or informal basis, the tasks comprising particular jobs, considering such factors as the extent to which individuals must exercise judgment and the extent of related supervision.

b.
Management has determined the knowledge and skills needed to perform particular jobs, and evidence exists indicating that employees appear to have the requisite knowledge and skills.

3. Management’s Philosophy and Operating Style

a. Management is conservative in accepting risks, moves carefully, and proceeds only after carefully analyzing the risks and potential benefits of an action.

b. Personnel turnover in key functions is at an acceptable level and not excessive, and there is no pattern to turnover that would cause concern.

c. Management has a positive attitude towards internal control and the audit function.  Management reviews financial reports.

d. Senior management and operating management have frequent interaction in both formal and informal settings (particularly when operating from geographically removed locations).

e. Management has an appropriate attitude towards financial reporting (e.g., signs of inappropriate practices are not ignored, estimates are reasonable, disagreements do not result in an adversarial relationship with auditors).

4. Organizational Structure

a. The organizational structure is appropriately centralized or decentralized, given the nature of the department’s operations.  The structure facilitates the flow of information upstream, downstream, and across all business activities.

b. Key managers’ responsibilities are adequately defined and communicated clearly to those managers.

c. The managers in charge have the required knowledge, experience, and training to perform their duties.

d. Established reporting relationships ensure effective communication between employees, supervisors, managers, and officers.

5. Assignment of Authority and Responsibility

a. Proper information is considered in determining the level of authority and scope of responsibility assigned to an individual (e.g., based on an employee’s job responsibilities, knowledge, skill, and past performance).

b. Responsibility for decisions is related to assignment of authority and responsibility.

c. Employees at the “right” level are empowered to correct problems or implement improvements, and appropriate levels of competence and clear boundaries of authority accompany empowerment.

d. Job descriptions, for at least management and supervisory personnel, exist, and contain specific references to control-related responsibilities.
6. Human Resource Policies and Practices

a. Policies and procedures have been established for hiring, training, and promoting employees, and management communicates expectations about the type of people to be hired, or participates directly in the hiring process.

b. People are made aware of their responsibilities and expectations of them (e.g., job descriptions exist), and supervisory personnel meet periodically with employees to review job performance and suggestions for improvement.

c. Management’s response to failures to carry out assigned responsibilities is appropriate, and corrective action is taken as a result of non-adherence to established policies.

7. For each control factor, evaluate whether a positive control environment exists and summarize your conclusions.

Risk Analysis

Risk analysis is the identification and analysis of relevant risks to achievement of the objectives, forming a basis for determining how the risks should be managed.  Because economic, regulatory, and operating conditions continue to change, mechanisms are needed to identify and deal with the special risks associated with change.

1.
Goals and Objectives

a.
Management has established department-wide objectives, which could be documented in a strategic plan or similar document.

b. Information on the department-wide objectives is disseminated to employees.

c. Goals, with specific targets and deadlines, are established and relate to the objectives of the department.

d. Objectives include measurement criteria.

e. Plans are reviewed annually to ensure consistency between strategic plans, business plans, and the budget.

f. Managers participate in establishing activity objectives for which they are responsible.

2. Risks

a. Management has a risk-assessment process in place that considers external and internal factors that could impact achievement of the objectives, and analyzes the risk.

b. The risk assessment process includes estimating the significance of risks, assessing the likelihood of their occurrence, and determining needed actions.

c. Management considers risks related to human resources, budgeting, labor relations, and information systems.

3. Managing Change

a. Mechanisms are in place to anticipate, identify, and react to routine events or activities that affect achievement of objectives.

b. Mechanisms are in place to identify and react to changes that can have a more dramatic and pervasive effect on the department, and may demand the attention of top management (e.g., legislative actions, new personnel, funding).

4. Evaluate management’s process for objective setting, risk analysis, and managing change, and summarize your conclusions.

Control Activities

Control Activities encompass a wide range of policies and the related implementation procedures.  They help ensure that those actions identified as necessary to address risks to achieve the department’s objectives are carried out.

1. Management reviews actual performance versus budgets, forecasts, and prior periods to measure the extent to which targets are being reached.

2. Managers over each activity or function review performance reports on a periodic basis.

3. A variety of controls are performed to check accuracy, completeness and authorization of transactions.

4. Equipment, inventories, securities, cash, and other assets are secured physically, and periodically counted and compared with amounts shown on control records.

5. Management relates different sets of data—operating or financial—to one another, analyzes the relationships, and investigates unexpected results or unusual trends.

6. Duties are segregated among different people to reduce the risk of error or inappropriate actions.

7. All administrative and operational policies are in writing, current, and set clear procedures for compliance.

8. Consider whether the department’s control activities relate to the risk assessment process and whether they are appropriate to ensure that management’s directives are carried out.  Summarize your conclusions.

Information and Communication

Information must be identified, captured, and communicated in a form and timeframe that enables people to carry out their responsibilities.  Information systems deal with internally generated data and information about external events, activities and conditions necessary to informed business decision-making and external reporting.

1. Information

a. Mechanisms are in place to obtain relevant external information on programs, legislative or regulatory developments, budgets, and economic changes.

b. Managers receive reports and analytical information timely, and at the proper level of detail, which enables them to identify what action needs to be taken.

c. A long-range information technology plan has been developed and linked with strategic initiatives.

2. Communication

a. Communication methods are sufficient in effecting communication (e.g., training sessions, meetings, on‑the‑job supervision).

b. Employees know the objectives of their own activity and how their duties contribute to achieving those objectives, and understand how their duties affect, and are affected by, duties of other employees.

c. There is a communication channel for people to report suspected improprieties, it permits anonymity, and persons reporting suspected improprieties are provided feedback.

d. Adequate communication exists across the organization, and the information is complete, timely, and sufficient to enable people to discharge their responsibilities effectively.

e. There is a feedback mechanism for external parties, and their suggestions, complaints, and other input are captured and communicated to relevant internal parties.

f. Personnel are receptive to reported problems from external parties; such reports are investigated and acted upon, and errors are corrected.

g. Top management is aware of the nature and volume of complaints.

3. Summarize and conclude on the appropriateness of information and communications systems to the department’s needs.

Monitoring

Monitoring is a process that assesses the quality of the system’s performance over time.  Ongoing monitoring occurs in the course of operations and includes regular management and supervisory activities, and other actions personnel take in performing their duties.

1. Ongoing Monitoring

a. Operating information is integrated or reconciled with data generated by the financial reporting system.

b. Operating personnel are required to “sign off” on the accuracy of their units’ records, and are held responsible for errors discovered.

c. Communications from outside parties and monthly statements of accounts payable (for example) are used as a control monitoring technique.

d. There is periodic comparison of amounts recorded by the accounting system with physical assets.

e. Executives with proper authority decide which of the auditors’ recommendations will be implemented, and desired actions are followed up to verify implementation.

f. Employee suggestions are communicated upstream and acted on as appropriate.

g. The department has adopted an Incompatible Activities Statement of Conduct pursuant to Government Code section 19990, and any incidents of incompatible activities were resolved.
2. Separate Evaluations

a. Personnel with the requisite skills evaluate appropriate portions of the internal control.

b. The reviewer gains a sufficient understanding of the department’s activities and gains an understanding of how the system is supposed to work and how it actually does work.

c. Policy manuals, organization charts, operating instructions, etc., are available to the reviewer.

3. Reporting Deficiencies

a. Means exist for obtaining reports of deficiencies from both internal and external sources.

b. There is ongoing monitoring of internal control.

c. Deficiencies are reported to the person directly responsible for the activity and to a person at least one level higher.

d. The transaction or event identified is investigated, the underlying causes are determined, and the problem is corrected.

4. In considering the extent to which the effectiveness of internal control is monitored, both ongoing monitoring activities and separate evaluations of the internal control should be considered.  Summarize your conclusions.

Please contact OSAE at FISMAhotline@dof.ca.gov if you have questions or need assistance.

Also please let us know if any of the website links become inoperative, so that we may correct this resource.
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